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The view from the DIE

What the latest guidance from the Department for Education and
the National Cyber Security Centre (NCSC) means for your school
and the actions you need to take.

Latest DfE and NCSC
on protecting data

guidar

As of March 2021, the Department for Education and
National Cyber Security Centre (NCSC) have issued
additional guidance for schools following a wave of

targeted ransomware attacks in February 2021.

What data is at risk from ransom

LOCAL DATA

Cyber-criminals regularly target data on local servers deemed to be @
valuable to how a school operates, hoping this will lead to a ransom § S ’
being paid. This data could be physical, virtualised or even data being \ ~ ’
synced from cloud platforms. Ultimately, all data is at risk but in recent Q :
incidents the NCSC noted that student coursework, school financial R ’

records as well as data related to COVID testing had been targeted.
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CLOUD DATA

As schools utilise cloud platforms such as M365 and Google Classroom, the data stored in these platforms becomes more
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important. It is vital therefore that this data is backed up to ensure it can be recovered as and when needed. Contrary to

what some believe, the responsibility of protecting this data lies with the user, not the platform providers.


https://fast.wistia.net/embed/iframe/frpvw0wmvo

What do you need

NCSC guidance implicitly states the actions that all education providers should take to ensure they are protected against the
effects of a possible cyber-attack or ransomware infection. These are:

+ To confirm they are backing up the right data

+ Ensuring that backups are held offline

+ To test that services can be restored, and data can be recovered from the backups

Read the full advice from the NCSC on mitigating malware and ransomware attacks here
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As cyber-criminals attempt to hide their activities, the
average time taken to detect a malware breach is 206 days.
Redstor's malware detection solution utilises Al to enable B cerprscarcs
the detection and removal of malware from within backup

data ensuring a clean recovery if one is needed.

Speak to your service provider today to enable malware

detection for your backup data.

How Redstor helps meet your i

With Redstor you can easily select all data for protection,

whether stored on your local servers or in a cloud platform

such as M365 or Google Workspace, and utilise Insight and
industry-leading reporting to ensure all of the correct data

is being backed up.

e o Data is encrypted before it is sent to Redstor's secure UK
data centres, meaning that even if there is a malicious file

amongst your data it cannot compromise the platform and

utilising InstantData™, users can rapidly test recoveries

and access data on-demand.

Not using Redstor or having issues testing restores and ensuring you're protecting the right

data? Get in touch today to find out how you can start a free two-week trial of the technology:.

sales@redstor.com | www.redstor.com



https://www.ncsc.gov.uk/news/alert-targeted-ransomware-attacks-on-uk-education-sector

